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Articlelnfo | Abstract
Content-based search provides an important tool for users to consume the ever-growing

Received digital media repositories. However, since communication between digital products takes
13 May 2017 place in a public network, the necessity of security for digital images becomes vital. Hence,
the design of secure content-based image retrieval system is becoming an increasingly

Accepted demanc!ing task as never before. In this paper, the secure CBIR with _additior}al improvement
02 Jul. 2017 for the image retrieval has been presented. The proposed system consists of six phases briefly

described as follows: first, feature extraction phase, which produces the low-level quantitative
description of the image (color and texture) that used in calculation of similarity score and
image indexing. Second, indexing for search process phase, hash table and bloom filter were
employed for classification. Third, feature encryption phase, where content protection is
performed using a method developed by us (including Chaotic Logistic Map). Fourth, image
encryption phase, the chaos and stream cipher systems were applied as an image encryption
system in order to achieve image security. Fifth, the retrieval phase, which provides a group
of images replying the query based on the similarity score between images, calculated using
the extracted features from each image. Finally, Relevance feedback phase, a technique that
attempts to capture the user’s needs through iterative feedback. Although the system proved
its efficiency in search performance (with 88% of average precision), security strength, and
computational complexity, it does not mean the optimal system is designed, since some
weakness points still can be found that are suggested to be improved as a future work.

Keywords: Content Based Image Retrieval, Secure Content Based Image Retrieval, Image
Mining, Similar Image Retrieval, Bloom Filter.
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Introduction texture, shape, and spatial layout to search for

Content-based image retrieval (CBIR) is away  Images inside large image databases rather than
that uses visual image contents such as color, ~ alphanumeric-based indices. A number of
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CBIR systems were proposed, for example,
Blobworld, C-bird, ImageMiner, ImageRover
[1]. The growing interest in CBIR technique is
due to its good scalability, real time property,
and needless of human labor. There are many
(potential) applications using CBIR techniques.
For example, art collection, surveillance
system, geographical and remote sensing,
medical diagnosis, military, engineering, and
so on [2]. As a motivating trend of cloud
computing, CBIR has concerned a lot of focus,
but the consideration was mostly on enhancing
the retrieval accuracy instead of handling
security problems such as copyrights and user
privacy. With the wide growing in computer
networks usage the security attacks have been
increased, the security issue becomes serious
for CBIR systems [3].

In last years, some of secure image retrieval
systems exist in literature. Kozak [4] presented
an evaluation of the existing secure indexing
schemes; the evaluation criteria were about
(usability, security, and efficiency) and
suggested two new methods namely EM-Index
and Dynamic Secure Hash-based Index. The
balance of the first proposed technique is more
on the efficiency side while the other (DSH
Index) shifts the balance more to the privacy
side. One idea he kept insisting on and
considered it as a must have for a practical
similarity cloud, was to create a technique
supports efficient index updates, by update he
meant insertion and deletion, and that what his
two new techniques had. At the end, his main
goal was to provide a complex, scalable
similarity cloud solutions with provable
security where the balance between efficiency
and level of privacy can be shifted according to
requirements of the specific domain and
application. Abdulsada et al. [5] introduced a
system that works on grey images. They did
not use any feature extraction method, instead
the feature vector was simply a series of pixels
value (and that was after reducing image
resolution). Mostly the work was about the
indexing scheme, where they employed
Locality Sensitive Hashing (LSH); which
importantly improves the system efficiency by
returning the similar images in a graded order
with a least distance estimation. To security
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objectives, the index was rotated into a
confident index to avoid the detected any
useful information included in the contents of
the index. Bhagat et al. [6] developed an image
retrieval system based facial data. The main
idea is based on combination of two orthogonal
approaches are attribute coding and attribute
embedded indexing. The attribute coding
utilizes high level features such as human
attributes with low level features which create
semantic code words in offline phase. Attribute
embedded indexing reflects human attributes in
binary signature of particular query image and
offers effective retrieval in online phase. While
for image encryption, Secured Quick Crypt
(SQC) encryption algorithm was applied to
protect images when they are transferred via
network. Ferreira et al. [7] suggested a new
secure system that supports the security of
image, search and retrieval of images in the
encrypted form, the central aspect of their
system was the reduction of network traffic and
client’s computational overhead. The idea
started by observing that in images, the color
information can be extracted from texture
areas, and that made them use two different
techniques for feature encryption, they utilized
probabilistic and deterministic encryption for
texture and color features respectively. That
combination according to what they said allows
privacy preserving CBIR depending on color
information in order to be implemented on the
outsourced servers directly, while protecting
the contents of images (especially their texture
information) from the operators of these
servers and from multiple, possibly malicious,
users issuing queries.

To enhance security, the proposed system
applies an encryption technique that provides
the ability to encrypt and keep secure images
with its contents, and later retrieve relevant
images without need to decrypt all encrypted
image in database. In this paper, image
retrieval system over encrypted image database
has been proposed. For that, the bloom filter
and Hash-Table used to create our searchable
index, which significantly improves the system
performance by restoring the similar images in
a graded order with a minimum distance
calculation. Also, numerous experimental trials
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to prove the efficiency of proposed system
have been done.

The rest of the paper is structured as follows:
the retrieval system for encrypted images is
proposed in Section Il. This section included:
the proposed system, the image encryption
technique has been developed, extract features
from images, create image-indexing scheme,
encrypt feature vectors, choosing a method to
compare and retrieve relevant images, and
finally using relevance feedback to enhance
performance. The results and evaluation of the
proposed system are presented in section IV it
also gives examples, results and finally
comparison between relevant systems. Finally,
conclusions will be drawn in section IV and
some possible directions for the future study
are discussed.

Proposed System  Design and
Implementation
Secure Content Based Image Retrieval

(SCBIR) technique is a challenging issue that
has not been widely studied in the literature.
Therefore, the focus in this work is placed on
designing a new retrieval system that support
image privacy preserving. A block diagram
and a sequence diagram are presented in Figure
1 then each step is explained separately.

Feature Extraction

This process is consider as form of
dimensionality reduction, which means that
reduces the dimensions of the existing object
(image) and takes essential details only. In the
proposed system, three functions would be
implemented:

Image resize: the size of an image must be
changed from whatever it was to 96 x 96. This
function is implemented to reduce the time
needed for the next two steps. Size reduction is
mostly related to GLCM step, although the best
results can collected are by keeping the image
resolution unchanged, but it will make the
process time slower. However, choosing that
certain size is an option depends on previous
experiments done on GLCM by other
researchers; results of those experiments

suggest three sizes (32, 64, and 96). Obviously,
96 x 96 will have more details, and therefore
better results.
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Figure 1: The block diagram for the proposed system.

Color moment: those features are used in
many retrieval systems. Mainly, when the
image includes independent objects, the mean,
variance and skewness have been used due to
its ability in descriptive color distributions in

images. Mathematically, the first three
moments are defined as [8]:
1 N
w= 5. fo o
Jj=1
0 = — ) 0
j=1
0; = - )’ ©)

Where o, o, and 6 are mean value for image,
standard deviation and skewness respectively,
the fjj is represented the value of the i-th color
component of the image at pixel j, and N is
represented the number of all pixels in the
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image. These color moments are calculated
using HSV color space.

GLCM: is a statistical tool used to compute
the second order features of image (statistical
texture). It can be described as a square matrix
with size equal to the number of grey scale
levels that the whole image has been reduced.
Grey/ Color Level Co-occurrence Matrix have
its own steps:

Step One: Convert the colored image into
grey, which is done by summing the three
channels (RGB) of each pixel and dividing it
by three.

Step Two: Grey/Color level reduction
Greyscale images consist of 8-bits per pixel,
which means 256 different intensities (shades
of grey); these intensities must be changed into
much lower levels, like 4, 8, 16, or more. This
is important for time reduction and similarity,
the more the shades are the less similarity and
more slowly will be. Choosing the number of
bits for the grey level is one of the three main
elements of GLCM (pixel distance, and angle)
[9]. Grey level with 16 shades is the chosen
value in the proposed system; this value was
proven to give better results than those before it
or after it. Level reduction process is clarified
in algorithm 1. While Color Level Co-
occurrence Matrix (CLCM) is an exact copy of
GLCM except for the color part, where the
three channels RGB used instead of grey and
the rest is the same (same level, same distance,
and almost same directions). As for distance
we chose it to be one, and the direction was
chosen after many tests to be 135° for Red
channel, 0° for Green, 135° for blue, and 0° for
grey.

Step Three: Build the GLCM and feature
extraction. In this step, Equation (4) is utilized
to build the matrix. Algorithm 2 shows how to
generate GLCM. Haralick features are
extracted from the previously developed
matrix, using equations from [10].

M (i, j)

N-1

1

{

(4)

1ifp(x,y) = iand I(x + Ax,y + Ay) = j
0 otherwise.

Where CM is the Co-occurrence Matrix, G is
the number of grey levels in the image, P(x,y)
is the image pixel value at location (X, Yy),
finally the offset (AX, Ay), specifies the
distance from the pixel-of-interest to its
neighbor and also used for angle specification.

Algorithm 1: Grey level Reduction

INPUT: image, G

OUTPUT: image with G grey levels
l:i<0

2: For x < 0to 256

3: Arrayi «x

4: Increase x by (256 / G) //G is the chosen No.
intensities (16 in our case).

50 1+«—1+1

6: End

7: Arrayi < 256

8: For i1« 0 to width of image

9: For j < 0 to height of image

10: Get pixel_value

11: For each x € Array

12: IF (pixel_value >= Arrayx AND

pixel_value < Arrayx + 1)

13: THEN pixel value < Arrayx
14: End if

15: End for x

16: End for j

17: End for i

18: Return image

Algorithm 2: Build Grey Level Co-

Occurrence Matrix

INPUT: Image, G, row, col, width, height

OUTPUT: GLCM matrix

1: Forx «—0to G

2: Fory—0to G

3: Count<— 0 // Calculate the
number of occurrences of each pixel

4. For i« row to width

5: For j « col to height

6: Get current_Pixel_value

7 IF current_Pixel_value = Xx
And next_Pixel_value =y

8: THEN increase Count by 1

9: End for j

10: End for i

11: Matrix [X,y] < Count;

12: End fory

13: End for x

14: Return Matrix
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Where the G is represented the number of grey
levels, row/col is the starting point of the image
top/left (the value might be zero or one), width/
height is the image width and height. The last
four parameters depends on the direction/ angle
we choose to calculate GLCM, and finally,
next_Pixel means the pixel next/ above/ right
diagonal or left diagonal to the current pixel,
note that next_pixel value also depends on the
angle value.

Build the Searchable Index

After generating image feature vectors, the
system execute the indexing algorithm to build
a searchable index. A bloom Filter is a
probabilistic tool used to describe huge data
and assign membership queries. A simple
example is clarified in Figure 2 to explain how
it works, where data 1 and data 2 are of any
type of information (words or numbers), hi,
h2, and h3 are the hush functions used to
generate the hash code, and finally, the array in
the middle is the output of the whole bloom
filter [11].

h1
h2 h3
h3
h1l h

Figure 2: Bloom Filter.

Feature Encryption

Presuming the server is honest but curious, the
extracted features must be encrypted for more
privacy. Features encryption is a critical
property in the proposed system. However, to
make sure that our features are not going to be
damaged (by “damaged”: it completely
changes the values, which will take us to
wrong places when using similarity) a simple
encryption (or modification) method is utilized
(Algorithm 3) using the logistic map, logical
and mathematical operations on the key before
adding its effect on the feature vector.

Algorithm 3: Feature Encryption

INPUT: Feature vector, Key
OUTPUT: Encrypted feature vector

'Y « Convert ASCII Key to Hexadecimal

. X01 «— (Yo * 20 +...+Yss * 215) / 216

: X2 — (Y15 * 20 +..+Yy* 215) / 216

10: Xg < (X01 + XQQ) mod 1

11: Xy « 4 * Xy * (1 — Xp) //ICLM Equation

12: For i «— 0 to Feature vector Length

13:  Encrypted feature vectori
vectori / (X * X; +0.1)

14: End for i

15: Return Encrypted feature vector

1: Encode Key to its ASCII form.

2: X0

3: K « convert key bytes to integer

4: For i« 0 to K length

5 X= (Ki XORK (K length —14)) IX+1
6: End for i

7

8

9

«— Feature
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Image Encryption

A step that guarantees picture confidentiality, a
particular algorithm was utilized [12] to
encrypt the images that won’t take too much
time and yet encrypts well.

Similarity Measure

A similarity measure is used to expresses the

relationship between two n-dimensional feature

vectors. When a query process is performed the
similarity index between the query image and
each image in the database is computed. The
images that have less distance compared to the
query image are considered the best results.

The proposed system consists of two types of

numeric data (binary generated by bloom filter

and real numbers from Haralick features).

Therefore, two kinds of distance measures are

utilized [13]:

1. Hamming Distance: The Hamming
distance computed between two vectors to
determine the correlation degree between
them. Obviously, the value of Hamming
distance can calculated according to
Equation (5), and if it is zero, then the
vectors is identical [13].
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DHam(x'y) = lei - yil
i=0
Where n is the length of string x, and string
y.
Canberra Distance: The Canberra distance
is derived from the Manhattan distance. It
is calculated as [13]:

n
D)=
)= 2Tl +

Where n is the number of features, x and y
are the feature vectors of an image and a
query image respectively.

®)

x; — il

(6)

Relevance Feedback

Relevance feedback is a supervised learning
method used to increase the efficiency of
image retrieval systems. The core idea is based
on used positive and negative examples in
order to enhance the performance of proposed.
In this step, the proposed system will refine the
obtained results using the feedback and current
a new list of images.

Experimental Results

To test system performance, the Corel’s
databases have been used. The dataset consists
of 1000 images grouped in 10 classes; each
class contains 100 color images [14]. These
classes are categorized as Africa, Beach,
Buildings, Buses, Dinosaurs, Flowers,
Elephants, Horses, Mountains, and Food.

Figure 3 shows sample images from the
dataset.

Our experiment has been performed on 2.00
GHz Pentium Processor, Core i7, Windows 7
Operating System, with a RAM of 8 GB, using
C sharp from Visual Studio 2012 and SQL
Server to implement this system.

Figure 3: Sample images from Corel dataset

In order to evaluate the proposed system, the
precision graphs have been used. Precision is
the likelihood that a retrieved image is relevant,
defined as follows:

No.relevant images retrieved

Precision = 7
No. images retrieved ™

The some examples from the proposed system
show in Figure 4 (the top left picture is the
query image and the most relevant result, while
the bottom right picture is the least relevant
one).

As for the consumed time in uploading and
retrieving image processes, it has been
calculated using a built-in function on C sharp
that gives approximate time elapsed for each
process performed, as shown in Table 1.

@

(b)

Figure 4: Examples from testing the Proposed System,
(a) case 1, b) case 2.

Table 1: Time Measurement for the Proposed System.

Upload 1000 Pictures Retrieve 10 Pictures
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Without With Without With
Encryption  Encryption  Decryption  Decryption
~2.5 ~5 Minutes ~0.5 ~2 Seconds
Minutes Seconds
Finally, the proposed system has been

compared with other relevant systems that use
the same dataset; it has been found that our
system takes the second place of highest
accuracy as shown in Table 2.
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Table 2: Comparison between the Proposed System and
Relevant Systems.

Utilized
Features
2009 Bag of Visual
[15] Words
(BoVW)
generated from
Color
Histogram
Color Structure
Descriptor
(CsSD)
Color Layout
Descriptor
(CLD)
Edge ~0.39
Histogram
Descriptor
(EHD)
Homogeneous
Texture
Descriptor
(HTD)
2013 Color
[16] Histogram

Ref. No. Utilized Index  Accuracy

~0.75
~0.75

Inverted Index
Min Hash

2011 [3] ~0.65

~0.59

~0.58

Secure 0.90
Searchable
Index
Inverted Index
(Posting List)
Bloom Filter 0.88

2015 [6] BoVW ~0.69
Proposed Color Moment,

System GLCM

Conclusions

In this paper, the image retrieval system for
encrypted images has been introduced. Grey
Level Co-Occurrence Matrix with Haralick
features, combined with color moments are
employed to create the feature vector. We
utilized Bloom filter and hash-table for image
dataset classification, this scheme is known for
its efficiency and speed. Feature vectors are
encrypted, but the indexing table is not,
because it does not have anything to be
revealed, since its contents are binaries created
by our hash function. The proposed system
does not support query image encryption
(while many researchers do encrypt it, or
watermark it) because the user does not need to

upload it or expose it to the server. The server
does not even need the query image to
complete the search since the similarity
measure is between the features of the images,
which are already encrypted. Our system
supports relevance feedback, which makes the
results even better.

For future works suggestions, we shall make
our system support invariant property, since
our system does not support scale or rotation
invariant, adding this feature would reduce one
of the weakness points. Utilize different
indexing scheme, we could suggest using
kernelized locality sensitive hashing, or
convolutional neural networks. Finally yet
importantly, we would like to make the system
simpler and less user intervention. This is done
by letting all the work to be occupied on the
server side, which means we need first to find
an image encryption that changes only parts
from image, to make the features extraction
process possible in encrypted images, once we
achieve this the rest is easy.
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